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Section 1: Introduction and Purpose 



This Guidance is an addendum to the Guidance on Counter Proliferation Financing for Financial Institutions 
(FIs), Designated Non-Financial Businesses and Professions (DNFBPs) and Virtual Assets Service Providers 
(VASPs) and aims to provide additional support to the private sector as to how to identify, assess and 
mitigate PF risk.

Introduction and Purpose



FATF 5th Round Methodology



Section 2: PF Risk Assessment 

Methodology



PF Risk Assessment Methodology

Evaluate 
inherent risk

Assess 
effectiveness of 
existing controls

Determine the 
residual risk



Evaluating Inherent Risk

Customers

Business
Activity

Geographic 
Location

Products, 
Services & 

Transactions

Delivery 
Channels

Cyber 
Threats

The 6 main risk categories that need to be assessed based on PF risk factors:



Evaluating Inherent Risk

Inherent risk is determined by:

For example, what threats do the jurisdictions you operate in face, what 
vulnerabilities do the jurisdictions you operate in have, and other factors 
that effect the vulnerability of your business such as customer profile, 
and the geographical footprint of the business.

PF Threats and Vulnerabilities of 
your institution

by internal and external audits, quality assurance, investigations and/or 
reporting of SARs and STRs to the UAE FIU.

New and existing issues 
identified

Decisions relating to jurisdictions you will operate in, customer types you 
will be servicing, products and services you will be offering.

Institutions commercial strategy 
and risk appetite

The inherent risk is determined by existing constraints (such as technical 
restrictions of delivery channels for instance or nature of products, 
services or delivery channels.)

Built in constrains



Evaluating Inherent Risk

Inherent risk rating methodology



Assessing Control Effectiveness

Controls 
are 

adequately 
designed

Controls 
are 

effectively 
operated

The effectiveness of controls is determined by two considerations: 



Assessing Control Effectiveness



Determining Residual Risk

The residual risk is the risk remaining after considering controls’ effectiveness. Once both the inherent 
risk and the controls effectiveness have been assessed; the residual risk is determined as follows:



Review Cycle

An institutional PF risk assessment is an evolving process and should be 
regularly updated, taking into consideration newly emerging threats and 
vulnerabilities that may arise following a trigger event. 

Trigger events may include changes in the company’s businesses strategy, 
targeted customer base, newly offered products, services, and delivery 
channels, and establishing business activities in a high-risk jurisdiction.



Section 3: Proliferation Finance 

Risk and Controls 



PF Risk Categories and Factors

Customer Risk

Residency and nationality

Complex ownership structure 
involving several jurisdiction 
and entity types

Use of international corporate 
vehicles

Companies with nominee 
shareholders

Business Activity

Money services businesses

Suppliers, buyers and trading 
partners in Dual Use Goods 
(DUGs)

Nuclear-related research

Maritime/shipping industry

Politically exposed persons 
(PEPs)

Corporate service providers 
and intermediaries

Geographic Risk

Jurisdictions known for 
diversion

Jurisdictions with weak 
export control laws

Countries subject to sanctions 
or embargos; countries 
identified as lacking 
appropriate AML/CFT/CPF 
laws and regulations



PF Risk Categories and Factors

Products, services and 
transactions risk

Open account payments

Trade finance (LCs)

Correspondent banking 
relationships

Trading in precious metals and 
stones

Provision of maritime insurance 
products

Provision of virtual assets trading 
services

Company formation services

Legal consultation on setting up  
complex ownership structures

Delivery channel risk

Face-to-face origination

Non-face-to-face origination

Cyber threats to systems 
and software

Hacking

Ransomware

IT contractors with access to 
sensitive material



Risk Controls
There are multiple controls that are traditionally in place to combat ML and TF which will 
help the private sector in mitigating PF risks. These controls are: 

Client onboarding, 
KYC and CDD

Screening Customers for 
Sanctions and Adverse 

Media Risks 

Ongoing monitoring and 
transaction monitoring

Suspicious Activity 
Reports

Employee Training 

Employee Screening 

Enhanced Due Diligence 
(EDD)



Section 4: Onboarding Questionnaire, 

Elevated PF Risk Factors and 

Customer Risk Scoring (CRS)



Customer PF Risk Scoring Questionnaire

`
Country Risk
Aims to identify the country (geographic) risk 
based on the customers nationality, country of 
residence and country of business activity.

Products, Services & Transaction Risk

Customer Risk
Aims to identify customer risk based on multiple 
factors including customer profile, source of wealth 
and PEP status.

Sanctions & Adverse Media Screening
Aims to identify sanctioned customers, or 
purchaser, or seller, or UBOs or those linked to 
negative news, crime and/or ML/TF/PF reports.

01

03

02

04

DNFBPs
Customer’s source of funds can be identified and 
documented  or if The customer structures 
payments to ensure that transactions do not exceed 
DNFBPs’ CDD thresholds 

VASPs
The source of crypto is easily identified, or if the 
customer is not sharing IP addresses and/or using 
VPN services from established providers.

05 06

Aims to identify the products, service and transactions 
risks based on factors such as the nature and 
complexity of the products / services /transaction and 
involvement of dual use/ controlled items.



Customer PF Risk Scoring Questionnaire



Section 5: Case Studies and the 

CRS Questionnaire  



Case Study: Tsai Case Study 



Tsai Case Study – Country Risk



Tsai Case Study – Customer Risk



Tsai Case Study – Products, Services & Transactions Risk



Tsai Case Study – Products, Services & Transactions Risk



Tsai Case Study – Sanctions and adverse media screening



Case Analysis and Follow-up Actions

With a total of 8 risk criteria two of which relate to United Nations Security Council 

Resolutions (UNSCR) 1718 (2006) violations, Gary Tsai is considered a high-risk 

profile customer. Accordingly, the FI should not onboard the customer and log a 

SAR/STR with the FIU. 

Under a scenario whereby elements relating to sanctions violations are not identified 

during CDD, the institution may decide to accept or reject the customer based on its risk 

appetite; however, implementation of EDD should be undertaken in the event the 

customer is onboarded.



Case Study: Kim Sou Gwang Case Study



Kim Sou Gwang Case Study – Country Risk



Kim Sou Gwang Case Study – Customer Risk



Kim Sou Gwang Case Study – Customer Risk



Kim Sou Gwang Case Study – Products, Services & Transactions Risk



Kim Sou Gwang Case Study – Sanctions and Adverse Media Screening



Kim Sou Gwang Case Study – DNFBPs



Case Analysis and Follow-up Actions

With a total of 12 risk criteria, the activity associated with the management of 

Kim Sou Gwang’s property is considered high risk. An SAR should be logged 

with the local FIU as the French national residing in China is suspected 

to be acting for or on behalf of Kim Sou Gwang who is sanctioned by the 

United Nations.

The DNFBP may subsequently decide to liaise with relevant authorities to 

identify next steps (i.e., suspend payments to the French national residing in 

China and exit the customer relationship). 



Recommendations for FIs, DNFBPs & VASPs

Identify, assess and mitigate PF risk across different categories (Customer, business activity, 
products / services / transactions risk etc).

Make use of the published guidelines to assist in conducting an institutional PF risk 
assessment.

Document PF risk assessment and update regularly based on emerging risks or trigger 
events.

Incorporate PF controls into existing policies and procedures.



CONTACT US: INFO@UAEIEC.GOV.AE 
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